
THE INTERNET OF THINGS
EMERGING TECHNOLOGIES FOR THE RENEWABLE ENERGY SECTOR

SUMMARY FACTSHEET

© IRENA 2019



CONTENT

1. What Is the Internet of Things?

2. IoT’s role in the power sector

3. Applications of IoT in the energy sector

4. Challenges and enabling factors

5. Innovation landscape
5.1 Projects and Services



SUMMERY

1. What Is the Internet of Things?
The IoT is the internetworking of physical devices embedded with 
electronics, software, sensors, and exchange data (also referred 
to as “connected devices” and “smart devices”). Simply put, the 
IoT transforms physical objects into smart devices to collect, 
communicate, monitor, and interpret information from their 
surroundings in real-time (WCO, 2019). The IoT connects devices 
through the Internet, where each device has a unique IP address, 
enabling remote monitoring and control through cloud-based 
control systems. The goal of the IoT is to increasingly automate 
aspects of our lives while increasing the efficiency of processes.

IoT could play a valuable role in making electricity systems more 
efficient or “smart.”, the IoT is a pillar of “smart grids,” which are 
fundamentally an “electricity network that can intelligently 
integrate the actions of all users connected to it – generators, 
consumers and those that do both – to deliver sustainable, 
economic efficiently, and secure electricity supplies” (IEC, 2019).

2. IoT’s role in the power sector

1. Renewable energy generation forecast

Data from remote wind farms, solar farms, and hydro stations may 
be accessed in real-time thanks to the Internet of Things.
Renewable power forecasts can be improved by combining 
historical generation and weather patterns with real-time data 
collected and conveyed through digital platforms. This would 
allow renewables to participate in power markets and assist 
with system operation.

3. Applications of IoT in the Energy Sector

2. Automated control of power plants

Real-time data could supplement the current practice of managing 
energy supply based on historical data. One of the defining and 
most essential elements of a smart grid and IoT technology is the 
transition from reactive to proactive operations, which provides 
improved control over operations.
Embedded sensors in wind turbine vanes sense changing wind 
conditions and substation control systems that can respond 
quickly to network interruptions. Similarly, light sensors in solar 
panels can show where the most sunlight energy is concentrated, 
and microcontrollers may tilt the panels accordingly.

3. Maintain grid stability and reliability

Industrial and residential loads can engage in frequency regula-
tion markets and provide grid balancing services by using the 
Internet of Things to link, aggregate, and control their loads.

4. Aggregation and control of distributed energy 
    resources

Grid operation will be aided by automated control of distributed 
energy sources and their aggregation into virtual power plants, 
thus balancing grid intermittency and regulating power flows.

5. Automation of demand-side management

The Internet of Things enables demand-side manage-
ment on a micro-scale. It provides system flexibility, 
provided that time-of-use electricity tariffs are in place 
to incentivize electricity consumption when renewable 
energy is available. Automation and digitalization of 
household appliances create a functioning energy 
management system. The IoT can turn houses into 
smart homes.

6. Operation of connected mini-grids

A mini-grid can use digital technologies to manage a large number 
of individual devices autonomously, estimate demand and genera-
tion, operate the system, optimize reserves, control voltage and 
frequency, and connect or disconnect from the main grid when 
possible. The more successfully these sources are balanced, the 
lower the mini-generating grid's costs and the higher the revenue 
from additional services offered to the main grid.

7. Optimised market operation

Algorithmic trading, sometimes known as algo-trading, is a new 
method of trading electricity. Algotrading is a way of executing a 
large order (that is too large to fill all at once) by employing 
automatic preprogrammed trading instructions that account for 
variables such as time, price, and volume to send little slices of 
the order out to the market over time. These approaches were 
developed in the financial sector so that traders would not have to 
monitor stock and manually execute trades constantly.

• Technology maturity and reliability

The Internet of Things fundamentally implies allowing machines to 
speak with one another. Before removing human involvement, the 
principles must be established and proved, which necessitates 
high-quality criteria for each individual implementation. This 
requires a multi-stage implementation strategy, starting with 
sensor installation, data gathering, data pre-processing, process-
ing, testing, and cyber security risk management, and ending with 
compliance with (new) regulatory policies.

• Data privacy

Data ownership, data location, and data protection will also 
require action at the national and international levels. Data might 
be exploited commercially (legally), and on the other, data might 
be stolen and exploited illegally. Issues such as secure authentica-
tion, standardization, interoperability, and liability need to be 

addressed appropriately.

• Cybersecurity

We may create the possibility of systemic failure or systemic cyber 
sabotage when we automate controls and remove humans from 
decision-making. The goal is not simply to make systems more 
secure to prevent unwanted infiltration but also to make systems 
more resilient to the inevitable, difficult-to-prevent attempts at 
intrusion. Super systems will be needed to monitor and contain 
the effects of attacks and systems that can be isolated and where 
no single point of failure (mistake or sabotage) can bring the entire 
energy system down.

• Communications procedures, standards, & protocols

Communications protocols and standards need to be developed to 
ensure smooth communication between disparate devices.

5. Innovation landscape

The work on IoT technologies in the energy sector happens at 
different levels: the app layer, data layer, connectivity layer and 
device layer. 

• Azure by Microsoft

Cloud computing service that allows connection, monitoring, and 
management of IoT devices. Combined with ADAMA, it can help to 
predict solar power production and manage distributed energy 
resource assets.

• EcoStruxure Power by Schneider

It provides automation of demand-side management services by 
delivering actionable data to aid decisions regarding low and 
medium power distribution systems in buildings.

• Autonomous Energy Grids by NREL

NREL is working on an autonomous energy grid that can automate 
most operations of a smart grid, including transmission and 
distribution control, energy consumption management and 
aggregation of distributed energy resource assets such as rooftop 
PV, by providing the following services

• Aggregation and control of distributed energy resource assets
• Maintain grid stability and reliability
• Automated demand-side management
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